Q 

DEVICE 
110 



CARD HOLDER 
120 



AUTHENTICATE VIA 
1Q1 ^CREDIT CARD#C 



102 ^ 



SELECTS 
RESTRICTIONS/? 



103 



LIMITED-USE TOKEN 



MERCHANT 
130 



CARD ISSUER 
140 



104 /0 , LIMITED-USE TOKEN T ^ 



105 FORWARDS JO , 7^ 



g 

# 
m 
m 

tj: 106 

ftj LOOKS UP C FROM ID 

f§ DECRYPTS T AND 

CHECKS VALIDITY 

W (PROPER FORM, 

S RESTRICTIONS MET) 

e 108 

IF OK, ^ OK /NOT OK 
FULFILLS 107 
Cl ORDER 

m fig. 1 

w 

0 

{4 
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TOKEN RESTRICTIONS 



Please choose a set of 
restrictions on your token: 



Monetary Limit.. 



Expense 



Category I B00KS 



Validity Period.... 1 1 WEEK _zJ 



$100 



$20 

$50 

$75 

$100 

$150 

$200 

$300 

$500 

$1000 



Recipient | same store jJ 

No. of Uses V 2 3 




FIG. 2 



one-hundred-dollar s-books-one-week-same-s tore- two-uses 

FIG. 3 
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D 

« 
m 
w 
m 
m 
m 
m 

© 

W 

a 



Q START ^ 



401 



INPUT CREDIT CARD NUMBER 



402 



403 



404 



AUTHENTICATED? 

! 

YES 

I 



NO- 



ERROR MESSAGE 



INPUT TRANSACTION 
RESTRICTIONS 



405 



406 



CONFIRM 
RESTRICTIONS? 

1 

YES 



ENCODE RESTRICTIONS INTO 
PLAINTEXT TOKEN 


407 i 


r 


ADD PADDING TO 
PLAINTEXT TOKEN 


408 


r 


GENERATE SYMMETRIC KEY 
FROM CREDIT CARD NUMBER 


409 


r 


ENCRYPT PLAINTEXT TOKEN 
WITH SYMMETRIC KEY 


410 ^ 


r 


DISPLAY ENCRYPTED TOKEN 




r 



END ^ 



NO 



FIG. 4 



APP ID=09682830 



Page 19 of 20 



501 



RECEIVE LIMITED USE TOKEN 
FROM MERCHANT 



502 



RETRIEVE CREDIT CARD NUMBER 
FROM ACCOUNT INFORMATION 



503 



GENERATE SYMMETRIC KEY 
FROM CREDIT CARD NUMBER 



504 



DECRYPT TOKEN USING 
SYMMETRIC KEY 



505 



PARSE RESTRICTIONS FROM 
PLAINTEXT TOKEN 



VALID TOKEN AND 
RESTRICTIONS MET? 



508 



NO 



DECLINE 



Q END ^ 



"^^YES-M 



507 



APPROVE 



FIG. 5 
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